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Introducing Aspire

Aspire is one of the UK's leading providers of
managed IT, cyber security, and modern workplace
solutions. We leverage Al-driven technology to
enhance efficiency, security, and performance for
our customers. We go beyond traditional security
measures, providing a forward-thinking cyber
strategy that minimises risk, ensures compliance,
and protects critical operations.

Our managed security services offer 24/7
protection, leveraging cutting-edge Al and threat
intelligence to detect, prevent, and respond to cyber
threats before they can impact your business.

From in-house SOC services and MDR to fully
managed SIEM and SOAR, we deliver comprehensive
security tailored to your risk profile.

With a customer base spanning enterprises, public
sector organisations, and global businesses, we
bring deep expertise to every partnership.

At Aspire, we align security and proactive IT
management with your strategic objectives while
ensuring resilience against an increasingly complex
threat landscape.

Why Aspire?

We don't just protect your business, we fortify it. Our Al-driven
security services and automation proactively detect, prevent,
and respond to cyber threats, keeping businesses resilient,

d agile, and competitive in a fast-moving digital world.
By partnering with Aspire, you will benefit from:
NPS Score = - A strategic security approach, aligned with your business

goals and risk profile.

+ 83 « Advanced threat intelligence, 24/7 monitoring, and

enterprise-grade security solutions.

« Acustomer-first ethos, reflected in our ‘world-class’ NPS
(Net Promoter Score) of +83.

“Our mission is to deliver
technology like no other;

we are dedicated to putting

technology to work to help
our customers innovate,
become more efficient and
grow quicker.”

Chris Fraser, CEO at Aspire
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Cyber Security the risks

RealProtect Product Brochure

UK Government research shows that half of all businesses are still not seeking

advice on cyber protection.*

Why security is critical to your business:

Cyber threats are more prevalent than ever, with
nearly half of businesses and a third of charities
reporting a breach or attack in the past year.*

The consequences can be severe, leading to financial
loss, operational disruption, and lasting reputational
damage.

A strong cyber security strategy is essential, but
with so many tools and options available, how do you
ensure you are making the right investments?

As cyber attacks evolve, threat actors are becoming
more sophisticated, continually finding new ways

to bypass security measures. A layered defence

is essential, covering physical, network, user, and
application security.

*Cyber Security Breaches Survey, 2024 - GOV.UK

Even the most advanced security tools, such as EDR
and XDR, generate high volumes of alerts, requiring
expert analysis to distinguish real threats from noise.

That’s why human intervention is critical.

A dedicated team, armed with proactive threat hunting
and continuous investigation, ensures suspicious
activity is identified, analysed, and stopped before it
can escalate. With 24/7 monitoring, expert tuning, and
hands-on response, your organisation stays protected
beyond what technology alone can achieve.

Does your organisation have the right combination of
technology, human insight, and 24/7 vigilance to stay
ahead of evolving threats?




Leveraging the best technology
for cyber security

The modern threat landscape is evolving at speed. A security stack
must go beyond traditional defences, leveraging Al-driven threat
intelligence, automation, and real-time analytics to detect, analyse,
and neutralise attacks before they escalate.

A best-in-class security stack integrates cutting- But technology alone is not enough. Expertise,

edge tools with Al-powered insights, full visibility, automation, and continuous monitoring are essential
and rapid response capabilities across your entire IT to staying ahead of increasingly sophisticated cyber
estate. threats.

Core Components of a Best-in-Class Security Stack

EDR/XDR

(Endpoint Detection and Response / Extended Detection
and Response)

Harnesses Al-enhanced behavioural analysis to detect,
investigate, and contain emerging threats before they spread.

SOAR

(Security Orchestration, Automation, and Response)
Uses Al-driven automation to orchestrate security workflows,
accelerating incident response and minimising human
intervention.

Expert-Led Security Operations

Combines cutting-edge technology with hands-on security
expertise, ensuring threats are identified, understood, and
neutralised with precision.

By integrating Al with expert-led security operations and 24/7 protection, organisations can shift from
reactive defence to proactive cyber resilience, preventing threats before they impact business operations.
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Introducing RealProtect managed security,

without complexity

Stopping cyber threats demands more than just technology, it requires
constant vigilance, rapid response, and expert management.

RealProtect delivers all of this in a flexible, fully managed service,
giving your organisation enterprise-grade security without the

overhead.

Built around 24/7 threat detection, incident
response, and Al-driven automation, RealProtect
provides seamless security management from our
UK-based in-house SOC.

Available on a per-device, per-month model,
RealProtect adapts to your organisation’s needs,
either as additional support for your security team
or a fully outsourced solution.

KITWAVE.

Wholesale group

With SIEM & SOAR as a Service and Managed
Detection & Response (MDR) at its core, RealProtect
ensures cyber threats are identified, contained, and
neutralised, without disrupting your business.

e

T ey

“With RealProtect Complete, our data and operations are safeguarded
by advanced tools and a skilled security team. Our partnership with
Aspire is crucial in providing peace of mind to our valued customers

against evolving cyber threats.”

Alan McCartney, IT Director at Kitwave
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RealProtect next-generation Aspire SOC RealProtect powered by industry leading tools
The Aspire SOC delivers real-time threat hunting, expertise from across our wider IT in-house Our RealProtect services are built on industry- The CrowdStrike and Microsoft security ecosystems
Al-driven automation, and expert-led response to ecosystem to deliver a fully co-ordinated response. leading technology, powered by our partnerships form the foundation of RealProtect, providing deep
keep your business secure. ) . ) with CrowdStrike and for XDR (Extended visibility into hosts, network devices, and activity
. . o This ensures threats are not just contained, Detection & Response) and SIEM (Security that would otherwise go undetected.
Our |.n—house cyber security speC|a.I|sts nojt only but fully mvgshgated and resolved.W|th a deep Information and Event Management).
monitor threats, they also take action, actively understanding of IT systems, configurations, and -
detecting, analysing, and neutralising them dependencies. Both are recognised as leaders in the Gartner Magic \\CROWDSTRIKE HE Microsoft
24/7/365. ) ) . ) . Quadrant and Forrester Wave. Elite Partner N Solutions Partner
At Aspire, we do not believe in one-size-fits-all
Cyber security is at our core, but Aspire goes security. We provide tailored, cost-effective
beyond a traditional SOC. While many security protection, ensuring you get precisely what you
providers operate inisolation, we integrate need, without unnecessary complexity or expense. ( ) < >
Strong
° ° Chall Contend Perf Lead
Proactive Threat Detection and Expert Response o — — —
tronger
oftering L
24/7 Enhanced S 1 Palo Alto Netvorks "@Q
° Human-Led Threat 0 Specialist-Led ° Security Without e o
Incident Response Compromise T .,  ©°
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rend Micro (+ ] -
Cyber attacks don't wait. Backed by experts across ) ) ) _ R
Combining Al-driven analytics, Aspire’s cloud, networking, We deliver tailored protection o (JEai)
~ i ~ i that ali ith isk =ET @
security automation, and infrastructure, and IT operations Gl L JUS LU Al o ® Bitcetonder (+) SentinelOne
hands-on expertise to detect, teams, the Aspire SOC ensures profile, maximising security @ Check Point Software Technologies Sophos @
contain, and neutralise incidents are contained and fully without unnecessary costs. WithSecure @ (@ cisco =T ciseo
threats in real-time. remediated with expert insight.
Broadcom @ Cybereason @ Fortinet «
= Broadcom
2
3
&
Proactive Threat Detection 2 o
and Expert Response :—t;; offering
Completeness of Vision As of July 2024 Weaker strategy P> Stronger strategy

The Aspire SOC is more than a monitoring service. We
provide a fully integrated cyber defence solution, built
to stop threats before they impact your business.

Market presence

UK-Based, In-House Expertise
Every alert is handled by our security team.

Enterprise-Grade Protection with Microsoft and CrowdStrike
Leveraging industry-leading security platforms for threat
detection and rapid response.

Beyond a Traditional SOC
Cyber security specialists work alongside Aspire’s IT experts
to resolve threats at every layer.

£1.5M Investment in Security Automation
Enabling proactive threat disruption.

Industry-Certified and Government Approved
NCSC Assured, CISP Approved, ISO 27001 Certified, Cyber
Essentials Plus.
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RealProtect Cyber Incident Response RealProtect features at a glance
Included as part of RealProtect, our Cyber Incident Response service . . L. . .
disruption, and fully restore business operations. and rapid incident response to safeguard your business.

Whether you need foundational endpoint protection or comprehensive coverage with XDR, SIEM, and
Cyber incidents cause immediate disruption, Unlike traditional incident response providers SOAR, RealProtect adapts to your security needs, keeping your organisation resilient in an evolving
financial loss, and reputational damage. Stopping the that focus only on containment, Aspire's in-house threat landscape.
attack is only the first step, you need a co-ordinated security specialists work alongside technical experts .
response that ensures full recovery and strengthens from across Aspire’s entire IT ecosystem, ensuring RealProtect MDR protects your endpoints.
resilience against future threats. threats are not just neutralised but fully investigated,

. ) o ) remediated, and prevented from happening again.
Aspire delivers the full cyber incident containment

and recovery lifecycle, from immediate threat

isolation to complete system restoration and long- RealProtect Features
term resilience.

RealProtect

MDR

. 24/7/365 In-House Security Operations Centre
Complete Incident Response

From containment to recovery Proactive Threat Hunting for Advanced Threats

Immediate Containment and Threat Eradication
Rapid isolation of compromised systems to stop threats
before they spread.

EDR Tooling Powered by Microsoft Defender or CrowdStrike Falcon

Incident Response (IR) Containment & Eradication

Advanced Digital Forensics and Root Cause Analysis
Our DFIR specialists uncover exactly how the attack
happened, what was compromised, and how to prevent
reoccurrence.

Containment, Eradication & Extended Recovery

Sentinel Powered Managed SIEM and SOAR
Full-Scale System Recovery

Rebuilding Active Directory forests, infrastructure, and g Wﬁ‘féﬁ‘éklk&;ﬁw i XDR/SIEM Integration For Microsoft 365 & Defender Suite
applications, ensuring systems are restored securely. | 2 ‘ A V001

Cloud and Hybrid Recovery Detections for Firewalls & SaaS Services/Applications
If on-premises restoration is not the best option for you,
we provide secure, scalable recovery through Aspire

RealProtect ASM Attack Surface Monitorin
Cloud Services and seamless Microsoft 365 migrations. 9

Beyond Response - We Strengthen and Future-Proof

Aspire ensures your IT environment is not just restored,
but hardened against future threats with improved
security posture.

Monthly Actionable Reporting

0000 Lk & &

‘ Available as an optional extension and designed for
enterprises with complex environments and strict additional
regulatory needs.

The 2024 Enterpris.e Site.Collector extends to ingest additional
. . systems including:

Telecommunications

Hack Firewalls & VPN Syslog

In 2024, the Chinese state-sponsored group Salt Typhoon Advanced Server Logs
infiltrated major US telecom companies, including AT&T, Saa$S Services & Applications
Verizon, and T-Mobile, exploiting network vulnerabilities to

access millions of users’ sensitive data. Private communications

were exposed, and critical telecom infrastructure was

compromised.

This breach highlights how quickly cyber threats can escalate,
causing widespread disruption and long-term consequences
for organisations without a rapid, co-ordinated response. 9 Q




RealProtect complete visibility over

your security

Gain access to expert support to strengthen your defences.

RealProtect gives you complete visibility and control over your security. With real-time
support, detailed reporting, and additional security services, you can proactively manage

risks and enhance your organisation’s resilience.

Reporaniove  Rasaa NewRoques Resbromcronsl  MyReqvess  AspieCudes Senca s Knowlantase )

RealProtect Portal

Aspire Customer Portal

View and Update Tickets
Track the status of security incidents and
support requests in real-time.

Raise Security Tickets and Requests
Report security concerns or request
assistance directly from our team.

Book an Appointment with a SOC Analyst
Speak with a security expert to discuss
threats, incidents, or strategy.

Live Chat
Get instant support from our SOC team when
you need it most.

Aspire Security News
Stay ahead of the latest cyber threats,
security updates, and best practices.

10 T: 0330124 2700

Microsoft Secure Score Your Current Microsoft Secure Score

711.54 9.44

% Secure Score Secure Score % of Simil far Companies

‘ 65.82

Comprehensive
Monthly Reporting

Executive and Service Overview
Gain a clear, high-level summary of your
organisation’s security performance.

Actionable Insights

Identify key risks, including at-risk users,
sign-ins from suspicious locations, unusual
file downloads, and Exchange admin
activities.

Posture Score and Benchmarking
Understand how your security posture
compares against industry standards and
best practices.

Security Recommendations
Get tailored guidance on how to strengthen
your defences.

E: hello@aspirets.com | www.aspirets.com
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RealProtect benefits that set us apart

Security threats are constantly evolving, but so are we.
Discover the unique benefits of RealProtect that set Aspire apart.

RealProtect combines cutting-edge technology with extensive security expertise to deliver
proactive, intelligence-led protection. Our approach goes beyond detection and response, we
provide actionable insights, automation, and seamless integration with your IT environment to keep

you secure, compliant, and resilient.

Why Choose RealProtect?

Next-Generation
SOC

Our in-house SOC leverages Al

and machine learning to detect,
investigate, and neutralise threats
faster, reducing dwell time and false
positives.

Industry-Leading
Security Partnerships

As a Microsoft Direct CSP and
CrowdStrike Elite Partner, we provide
cutting-edge security solutions and
faster access to expert support.

Security Gap Analysis
& Actionable Insights

We identify security gaps before they
become threats, delivering actionable
insights and industry-leading service
levels, reflected in our +83 NPS (Net
Promoter Score).

1

Incident Response
Expertise

Our specialists in security,

IT infrastructure, cloud, and
communications work together to
minimise disruption and restore
operations faster.

Cloud-Native
SIEM & Analytics

Powered by Azure Sentinel, our
scalable, automated SIEM delivers
real-time threat intelligence, advanced
correlation, and seamless cloud
integration, without hidden fees.

Customer Portal &
Advanced Reporting

Gain real-time support through our
portal, while monthly actionable
reports deliver visibility and security
insights, ensuring you stay in control
of your security posture.
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RealProtect availability and investigation times RealProtect your on boarding journey

Availability and Service Level Agreements for

RealProtect Services. Week 1: Project Initiation

o ez Initial Kick-Off (IKO)
Measure Definition Value We align internally on key deliverables and

project requirements.
External Kick-Off (EKO)

Client meeting to discuss your project, arrange
access and outline next steps.

The hours during which the

Service Hours o .
service is provided

24171365

Gather Base Information

We collect key details about your organisation,
including contacts, locations, and IT systems,
and arrange system access.

Response Investigation

Priority (P) Level

Time Time

P1- Critical Alerts
An alert where the activity is known to only be linked with malicious
behaviour. Examples include the execution of known malicious software
and tools such as Winpeas, Cobalt Strike and Mimikatz.

15 Minutes 30 Minutes

P2 - High Alerts
An alert where the activity is likely to be linked with malicious behaviour.
Examples include matches on logs against IP addresses (or other indicators 30 Minutes 60 Minutes
of compromise) with a bad reputation or the use of legitimate applications
that are often used for malicious activities such as PowerShell.

P3 - Medium Alerts Q

An alert where the activity is typically followed by or leads to malicious
behaviour. Examples include alerts such as successful non-UK logins
followed by the creation of mailbox rules.

60 Minutes 120 Minutes Start your

journey with
us

Week 3: Live Service
P4 - Low Alerts (& MACs)
An alert where th tivity is eviden f tential risk to th iness. . . . A
alert where the activity is e _c_ie ce of a potential risk to epus ess 120 Minutes 240 Minutes Service Activation
Examples include the use of legitimate remote access tools, which pose a We initiate live service. SOC begins real-time
potential risk but do not warrant immediate response. monitoring and threat response.

Gap Analysis
We assess your security posture and identify
misconfigurations against best practices.

Implement Best-Practices
We help configure policies, strengthen security
settings, and map VIP users and devices.

Week 4: Service Tuning

. SOC Baselining
We conduct threat modelling sessions to
implement additional data sources and
detection rules.

Purple Teaming
We perform purple teaming exercises to test and
validate security controls.

Training and Sign-0ff

We provide tool access via an enablement
session, finalise project sign-off, and gather
feedback for improvements.

12 T: 0330124 2700 | E: hello@aspirets.com | www.aspirets.com 13 Q
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“From the minute we started talking to Aspire, they
started listening to us. They didn't try to sell us an
off-the-shelf product. They listened to our exact
requirements. | see Aspire as an extension of my IT
team now and | also see them as friends.”

John Miley, Head of Event Technology at The Great Run Company
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RealProtect customer success

“Working with the Aspire team

has been incredibly easy, they’re
communicative, responsive, and
feel like an extension of our internal
security team.”

Head of IS Service Management
Home Group

“Aspire’s ability to seamlessly
transition our IT and cyber security
services while ensuring minimal
disruption has exceeded our
expectations.”

Head of Strategic Initiatives and Governance,
Right There

“My experience working alongside
Aspire has been exceptional.

From the outset, it was clear that
understanding our unique needs and
challenges was a priority.”

o

The Glasshouse
International
Centre for Music

Head of ICT
The Glasshouse

Our Accreditations

Certified
Information
Systems Security
Professional

HME Microsoft

in association with &ROWDSTR I KE !
Solutions Partner CISSP*

National Cyber .
¥ | Security Centre Elite Partner

Cyber Advisor (Cyber Essentials)

\O“BODY\ ’
7 CYBER CYBER
ESSENTIALS ESSENTIALS

15



aspirets.com/realprotect

Delivering technology like no other.

Aspire Technology Solutions is one of the UK's leading providers

of managed IT, cyber security, and modern workplace solutions,
supporting over 2,000 customers with a team of over 300 experts.
We deliver advanced technology solutions across cyber security,
cloud, connectivity, managed services, and unified communications
to help our customers drive real business benefits.

Headquartered in Gateshead, with offices across Glasgow, Leeds,
London, and Stockton-on-Tees, our mission is to deliver technology
like no other. By putting technology to work, we empower our
customers to innovate, become more efficient and grow quicker.

T: 0330124 2700 E: hello@aspirets.com

To find out more, or to book a
demo, contact us at:

» www.aspirets.com
”» hello@aspirets.com
» 0330 124 2700

We have established the highest levels of accreditation with
some of the world’s most influential technology providers,
enabling us to deliver industry-leading solutions.

Our valued partnerships include:
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